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Operational DL algorithms: a different set of challenges

Nguyen, Medjaher & Tran (2022), A review of artifcial intelligence methods 
for engineering prognostics and health management with implementation guidelines.
Fink, Wang, Svensen, Dersin,  Lee, & Ducoffe (2020), Potential, challenges and future
directions for deep learning in prognostics and health management applications.
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Selected focus topics

I. Few labelled faults.
II. Multi-component systems.
III. Heterogenous fleets of machines.
IV. Scarce training data.
V. Decision under uncertainty.

Focus on fault detection and isolation.
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Generic concepts

§ Regression for anomaly
detection and localization.

§ Approaches for transfer
learning.

§ Uncertainty informed anomaly
detection.
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Example: FDI in wind turbines
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More details here:

Ulmer, Markus, et al. "Early fault detection based on wind turbine scada data
using convolutional neural networks." 5th European Conference of the
Prognostics and Health Management Society,. Vol. 5. No. 1. PHM Society,
2020.

Zgraggen, Jannik, et al. “Transfer Learning Approaches for Wind Turbine
Fault Detection using Deep Learning”. 6th European Conference of the
Prognostics and Health Management Society, Vol. 6. No. 1. PHM Society,
2021. ***Best Paper Award

Ulmer, Markus, et al. “Scaling up Deep Learning Based Predictive
Maintenance for Commercial Machine Fleets: a Use Case”, Proceedings of
the SDS Conference 2022. ***Best Presentation Award

Zgraggen, Jannik, et al. “Uncertainty informed anomaly scores with deep
learning: robust fault detection with limited data”. 7th European Conference of
the Prognostics and Health Management Society, Vol. 7. No. 1. PHM Society,
2022. ***Best Paper Award
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Goal: detect faults with existing SCADA data

power

Wind speed

Ambient temp.

Rotor speed

…
Gen. Bear Temp.

Gear. Oil Temp.

Main Bear. Temp.
…
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Gap I: fault detection without labeled faults

ANOMALY 
DETECTION
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Anomaly detection

historical database: 
select training data1

Train ML
with normal data2

Trained ML predicts
component temperature

Gen. Bear Temp.

3

Compare predicted
with measured temp.

Measured temp.

Expected normal temp.

4

Deviations trigger 
an alarm 5
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Regression for anomaly detection

Data

Scada data (10min)

Anomaly 
Detection

Compute anomaly score 
for each data point

r = 𝑌 − #𝑌

Regression 
model

Healthy state model
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Fault Detection: Application and Validation

Example: 
Generator bearing
temp. in a 2MW turbine
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Fault Detection: Application and Validation

Example: 
Generator bearing
temp. in a 2MW turbine
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Regression for anomaly detection: recap

Data

Scada data (10min)

Anomaly 
Detection

Compute anomaly score 
for each data point

r = 𝑌 − #𝑌

Regression 
model
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Regression with CNN
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Gap II: scaling to multi-component systems
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Multi-output regression
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Ulmer, Markus, et al. "Early fault detection based on 
wind turbine scada data using convolutional neural 
networks." PHM Society, 2020.
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Multi-output regression
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Validation: slow degradation

Ulmer, Markus, et al. "Early fault detection based on 
wind turbine scada data using convolutional neural 
networks." PHM Society, 2020.
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The advantage of regression for fault isolation

regression

reconstruction

𝑋

"𝑦

$𝑋𝑋

𝑟! = 𝑋! − $𝑋!power

Wind speed

Ambient temp.

Rotor speed

Gen. Bear Temp.

Gear. Oil Temp.

𝑟! = 𝑦! − "𝑦!

Disadvantage:
Error spill-over è no fault
localization

Z Yang, et al (2021)."Autoencoder-based representation learning 
and its application in intelligent fault diagnosis: A review



Lilach Goren Huber - ZHAW23

Gap III: scaling to heterogenous machine fleets
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Gap III: scaling to heterogenous machine fleets

selecting the right method is application-specific!

Focus: “real world” evaluation approaches.
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Tranfer learning for scaled training
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Domain shift in target variable (unit-to-unit). 
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Tranfer learning for scaled training: how to evaluate?PLANT A

A2

A3

…

A1 A112

Source Target 

Transfer learning Training from scratch

A1
Source

A2

A3

A4

Transfer learning Training from scratchTargets

residual[°C]

Compare the residual distribution shift between train and test.
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Gap IV: solution for limited data scenario



Lilach Goren Huber - ZHAW30

Transfer Learning for Data Scarcity
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limited data
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Transfer Learning for Data Scarcity: how to evaluate?

CNNe

+ !!"CNN

Lin
ea

r R
eg

."!"#$%

"!"%

⋯

!!"('()

$!!"(*)

%!!"(+)

!!"CNN
"!"#$%

"!"%

⋯

!!"CNN

Lin
ea

r R
eg

."!"#$%

"!"%

⋯

!!"('()%!!"(+)
(')

())

(*)

!,"CNN
","#$%

","%

⋯(+)

CNNe

+ !!"CNN

Lin
ea

r R
eg

."!"#$%

"!"%

⋯

!!"('()

$!!"(*)

%!!"(+)

!!"CNN
"!"#$%

"!"%

⋯

!!"CNN

Lin
ea

r R
eg

."!"#$%

"!"%

⋯

!!"('()%!!"(+)
(')

())

(*)

!,"CNN
","#$%

","%

⋯(+)

Compare the residual distribution shift between train and test.

Result Evaluation Method
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Transfer Learning for Data Scarcity: how to evaluate?

EUROPEAN CONFERENCE OF THE PROGNOSTICS AND HEALTH MANAGEMENT SOCIETY 2021

Figure 6. Precision-Recall curves for cross-farm TL. The
source and the target turbines are from two different wind
farms. The FD performance scores of the TL frameworks are
compared with the baseline training scheme (solid black), and
with the limited data scheme (dashed green), where the base
CNN model is trained with 1 year and with 3 months of data
from the target turbine respectively. Average precision val-
ues (area under curve) are stated in brackets for each training
scheme.

formation to fix the linear component of the transfer, allows
the CNNe to focus on learning only the non-linear and time
dependent residuals instead of training it from scratch.

Both the LRCNNT and the FineTune transfer schemes are
very effective in addressing both of the above difficulties:
they both manage to correct for the winter-summer domain
shift and avoid seasonal PEs. The PE distributions during tun-
ing and testing periods are thus largely overlapping for both
of these schemes. Moreover, the distributions are of a simi-
lar width as the baseline, thus leading to a FD performance
which is similar in its FPR and TPR to the baseline reference.

The last statement can be quantified using the same approach
as described in Section 3.3 to assign ”true labels” to the data
points. The resulting comparison of the recall-precision curves
of all 5 schemes are displayed in Figure 6 together with their
AP scores (see legend). Also here it is seen that the LRCNNT
(AP = 0.76) and the FineTune (AP = 0.75) TL frameworks
perform similarly to the baseline (AP = 0.79), with a slight
advantage to the LRCNNT. The improvement achieved by
supplementing the LRT with an additional CNNe for the pre-
diction of the residual error component is seen clearly in this
case: While the LRT (AP = 0.67) alone does not perform
much better than training from scratch with only 3 months of
data of the target turbine (AP = 0.66), the LRCNNT curve

is close to the baseline, trained from scratch with a full year
of data of this turbine. As opposed to the high performance
of the LRT framework for transfer within the same farm, here
the TL task is more complex and requires a more elaborate
framework, involving either training of the additional CNNe
or fine tuning of the original CNN using the 3 months of data
of the target turbine.

Table 1. Seasonal Error Distribution Shifts

Model µ shift � shift

Base Model 0.2 ± 0.03 �0.1 ± 0.02
Limited Data 1.46 ± 0.38 0.65 ± 0.32
LRT �0.1 ± 0.11 �0.34 ± 0.05
LRCNNT 0.22 ± 0.09 �0.09 ± 0.04
FineTune �0.24 ± 0.18 �0.15 ± 0.07

Table 1 summarizes the properties of the error distributions
plotted in the right column of Figure 5 in terms of the dis-
tribution shift between the train/tune (winter) and test (sum-
mer). We quantify the distribution shift using the differences
of the estimated mean µ and standard deviation � between
test and train. Note that these results are averages of 8 runs of
the entire training scheme and are therefore given along with
the standard deviation of the repeating experiments. From
this quantification we confirm our finding that the LRCNNT
framework provides the closest reproduction of the baseline
results, both in terms of the distribution shift and in terms of
the stochastic property of the training schemes (fluctuations
between runs).

The opposite µ shift and the strong fluctuations for the Fine-
Tune imply that this TL framework is more sensitive to ran-
dom effects in the training process. Therefore, despite its sim-
plicity and relative efficiency, the FineTune framework suf-
fers from drawbacks compared with the LRCNNT. Another
clear conclusion from the table is that the limited data train-
ing suffers significantly more from random effects (due to the
difficulty to regularize it properly), thus from fluctuations of
the results between different runs. As such it is not only lead-
ing to low FD performance but also to high sensitivity of the
outcomes to the choice of training data. We note that for Fig-
ures 5 and 6 we chose to display the ”worst case scenario” of
each of the training schemes.

It is worth discussing the common problem of goodness of
transfer also in our context. Our transfer task comprises of
two challenges. The first is overcoming the domain shift be-
tween turbines, both in the input data (due to variable ambient
conditions, especially between farms) and in the output data
(e.g due to different thermal insulation mechanisms, heating
effects and other operating conditions). The second effect is
the need to extrapolate from the tuning data set of the target
turbine into an unseen season, with potentially different de-
pendencies and dynamic properties of the data.

The goodness of transfer depends, as in other applications of

10

Compare the residual distribution shift between train and test.

Zgraggen Jannik, et al. " Transfer Learning 
Approaches for Wind Turbine Fault Detection 
using Deep Learning" PHME Society, 2021. 
BEST PAPER AWARD
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Transfer Learning for Data Scarcity: how to evaluate?
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Zgraggen Jannik, et al. " Transfer Learning Approaches 
for Wind Turbine Fault Detection using Deep 
Learning" PHME Society, 2021. BEST PAPER AWARD

Use a model you trust as a baseline for labeling.
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Gap V: uncertainty quantification (also for anomaly detection)
L. Biggio et al.: Uncertainty-Aware Prognosis via DGP

FIGURE 2. Schematic of the RUL estimation task. Given some monitoring signals provided by a set of sensors measuring the health
state of a machine (left), a data-driven model (middle) outputs a prediction of the RUL of the machine. Such an estimate (right)
represents the number of cycles left for the industrial component to perform until a failure occurs. If the algorithm is designed to
perform UQ, it will also output the confidence interval (region between the two orange dots) associated with its mean prediction
(red dot).

to the network. This consideration results in the following
modified version of the variance expression:

Varq✓ (y⇤|x⇤,X,Y) (y?)

⇡
1
T

TX

t=1

⌧�1(x?) +

⇣
f W (x?)

⌘T
f W (x?)

�
�
Eq✓ (y⇤|x⇤,X,Y) (y?)

�T Eq✓ (y⇤|x⇤,X,Y) (y?) (14)

The expression of the variance reported above accounts for
the eventual heteroscedasticity of the data noise.

IV. CASE STUDY
The main focus of this work is on the problem of RUL
estimation of industrial assets, providing not only the point
estimate but also the associated uncertainty of the prediction.
We perform the evaluation on the case study of nine turbofan
engines that are operated under different conditions. In this
framework, the goal is to map a set of high-dimensional time
series input data, x, describing the health state of the system
(e.g. sensor readings), onto the target value, y, representing
the remaining number of cycles the system will be able to
operate without incurring any failure. A simple schematic
representation of the RUL task is illustrated in Fig. 2. By the
nature of the problem, predictions of the RUL when the level
of degradation of the machine is very low are much more
challenging and are subject to a high degree of indeterminacy.

A. CASE STUDY OF PREDICTING THE RUL
OF TURBOFAN ENGINES
We evaluate and compare the UQ capabilities of the selected
ML techniques on a fleet of nine large turbofan engines under
real flight conditions (the data is part of the new C-MAPSS
dataset) [48]. Concretely, the flight data cover climb, cruise,
and descent flight conditions corresponding to different com-
mercial flight routes. Full degradation trajectories of the tur-
bofan engines are available. The degradation trajectories are

FIGURE 3. Approximate density distributions of the flight envelopes
given by recordings of altitude, flight Mach number, throttle resolver
angle, and total temperature at the fan inlet for complete trajectories
(from start until a failure occurs) of three training units (2, 5, 10) and
three test units (11, 14, 15).

given in the form of multivariate time-series of sensor read-
ings. Overall, we split the full dataset into six training units
(2,5,10,16,18,20) and three test units (11,14,15). Figure 3
shows the distribution of the flight envelopes for a subset of
three3 out of six training units and all three test units. It is
worth noting that test unit 14 has an operation distribution that
is significantly different from the training units. Concretely,
it operates at shorter and lower altitude flights compared

3The distributions of the remaining three training units are very close to
those shown in the figure and have not been shown for the sake of clarity.
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Regression for anomaly detection: recap
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Regression for anomaly detection: recap
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Step 1: Uncertainty quantification
Normal state models for anomaly detection

i. Model based on training data.
ii. Decide if new measurements are anomalies.

A

B

𝑥input

"𝑦prediction



Lilach Goren Huber - ZHAW39

Step 1: Uncertainty quantification
Normal state models for anomaly detection

i. Model based on training data.
ii. Decide if test data A and B are anomalies.

èCan we quantify the uncertainty of our predictions?

A

B

  loss = tf.reduce_sum(-tf.math.log(a)+b,axis=0) 

  return loss 

 

model =  Sequential() #D 

model.add(Dense(20, activation='relu',batch_input_shape=(None, 1))) 

model.add(Dense(50, activation='relu')) 

model.add(Dense(20, activation='relu')) 

model.add(Dense(2, activation='linear')) 

model.compile(loss=my_loss,optimizer="adam",metrics=[my_loss])#E 

 

 

#A Define a custom loss  

#B extract first column for μ  

#C extract second column for σ 

#D Define a NN with 3 hidden layers as in listing 4.4 but now with 2 outcome nodes 

#E Use the custom loss for the fitting  

You can now visualize the fit by not only plotting the curve of the fitted values but also curves for the fitted values 
plus/minus 1- or 2-times the fitted standard deviations to illustrate the varying spread of the fitted CPD (see figure 
4.14). 

  

Figure 4.18 The fitted values follow a sinus shaped curve (solid middle line give the position of fitted )μx  
with varying standard deviation (the two thin outer lines correspond to  and ). A NN with μx ± σx  σμx ± 2 x  
three hidden layers, two output nodes, and a customized loss was used to fit the data points (see dots) 
. 

You can design this network arbitrary deep and wide to model complex relationships between x and y. If you only 
want to allow for linear relationships between inputs and outputs you should use a NN without hidden layers.  

©Manning Publications Co. We welcome reader comments about anything in the manuscript — other than typos and other simple 
mistakes. These will be cleaned up during production of the book by copyeditors and proofreaders. 

http://www.manning-sandbox.com/forum.jspa?forumID=861  
 

A

B

C

𝑥input

"𝑦prediction

§Aleatoric uncertainty
§Epistemic uncertainty
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Aleatoric uncertainty (data uncertainty) 

 

Figure 4.14 A sinus shaped curve (solid line) was fitted to the data points (see dots) by using a fully 
connected NN with three hidden layers and an MSE loss. 

How does this work? The model in figure 4.9 was only able to draw straight line model. Why is the slightly 
extended NN, shown in figure 4.15 able to model  such a complex curve? In chapter 2 we discussed that hidden 
layers allow to construct in a non-linear manner new features from the input feature. For example, a NN with one 
hidden layer holding 8 neurons (see figure 4.15) allows the NN to construct 8 new features from the input x.  

 

Figure 4.15 Extended linear regression where the 8 neurons in the hidden layer with linear activation 
function give the features from which the output “out” is computed. 

Then the NN models a linear relationship between these new features and the outcome. The derivation of the loss 
function stays the same and leads to the MSE loss formula 

 (7)oss SE (y ) L = M = n
1 ∑

n

i=1

︿
i − yi

2  

In the case of NN with hidden layer (see for example figure 4.12) the modeled output  is a quite(x , )yi
︿

= fNN4.11 i w  
complicated function of the input and all weights in the NN. This is the only difference to a simple linear model xi  

©Manning Publications Co. We welcome reader comments about anything in the manuscript — other than typos and other simple 
mistakes. These will be cleaned up during production of the book by copyeditors and proofreaders. 

http://www.manning-sandbox.com/forum.jspa?forumID=861  
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Standard regression with MSE loss
Implicit assumption: heteroscedasticity
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How to model aleatoric uncertainty in a NN?

  loss = tf.reduce_sum(-tf.math.log(a)+b,axis=0) 

  return loss 

 

model =  Sequential() #D 

model.add(Dense(20, activation='relu',batch_input_shape=(None, 1))) 

model.add(Dense(50, activation='relu')) 

model.add(Dense(20, activation='relu')) 

model.add(Dense(2, activation='linear')) 

model.compile(loss=my_loss,optimizer="adam",metrics=[my_loss])#E 

 

 

#A Define a custom loss  

#B extract first column for μ  

#C extract second column for σ 

#D Define a NN with 3 hidden layers as in listing 4.4 but now with 2 outcome nodes 

#E Use the custom loss for the fitting  

You can now visualize the fit by not only plotting the curve of the fitted values but also curves for the fitted values 
plus/minus 1- or 2-times the fitted standard deviations to illustrate the varying spread of the fitted CPD (see figure 
4.14). 

  

Figure 4.18 The fitted values follow a sinus shaped curve (solid middle line give the position of fitted )μx  
with varying standard deviation (the two thin outer lines correspond to  and ). A NN with μx ± σx  σμx ± 2 x  
three hidden layers, two output nodes, and a customized loss was used to fit the data points (see dots) 
. 

You can design this network arbitrary deep and wide to model complex relationships between x and y. If you only 
want to allow for linear relationships between inputs and outputs you should use a NN without hidden layers.  
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that is encoded by a NN without hidden layer (see figure 4.9) where the fitted value is a simple linear function of 
the weights and the input .(x , , )yi

︿ = fNN4.6 i a b = a · xi + b  

4.3.3 Using a NN with an additional output for regression tasks with non-constant variance 

One assumption in classical linear regression is homoscedasticity, meaning that the variance of the outcome does 
not depend on the input value x. Therefore you needed only one output node (see figure 4.9 and 4.15) to compute 
the first parameter  of the conditional Normal distribution. If you also allow the second parameter, , to dependμx  σx  
on x then you need a NN with a second output node. If the variance of the output’s CPD is not constant but 
dependent on x, we talk about heteroscedasticity.  

Technically you can easily realize this by adding a second output node (see figure 4.16). Because the NN in figure 
4.15 has also a hidden layer, it does allow for a non-linear relationship between the input and the outputs. The two 
nodes in the output layer provide the parameter values  and of the CPD . When working with a linearμx  σx

 (μ , )  N x σx
2  

activation function in the output layer, you can get negative and positive output values. Thus, the second output is 
not directly taken as standard deviation , but as . The standard deviation is then computed from  via σx og(σ )l x uto 2  

 ensuring that  is a non-negative number. σx = elog(σ )x  σx  

 

Figure 4.16 A NN with two output nodes can be used to control the parameter and  of theμx  σx  
conditional outcome distribution  for regression tasks with non-constant variance(μ , )  N x σx   

Because the classical linear regression assumes that the variance is constant (called homoscedasticityσ2  
assumption), you might suspect that it makes things much more complicated if you want to allow for varying σ2

called heteroscedasticity. But this is luckily not the case. The homoscedasticity assumption is only used in the 
derivation of the loss function to get rid of the terms containing leading to the MSE loss. But if you do notσ2  
assume constant variance you you can’t do this step, but the loss is still given by the NLL defined in equation (5). 

weights) rgmin (5)  ( = a (weights) − og({∑
n

i=1
l 1

√2πσ2
xi

+ 2σ2
xi

(μ −y )xi i
2}   

With the loss 

oss − og( ) + og(  l = ∑
n

i=1
l 1

√2πσ2
xi

+ 2σ2
xi

(μ −y )xi i
2

=  ∑
n

i=1
l √2 · π · σx i 

2
 
+ 2σ2

xi

(μ −y )xi i
2

 

If you want to analytically solve this loss, as it is done traditional statistics, the fact that  is non constant causesσ  
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Epistemic uncertainty (model uncertainty)

  loss = tf.reduce_sum(-tf.math.log(a)+b,axis=0) 

  return loss 

 

model =  Sequential() #D 

model.add(Dense(20, activation='relu',batch_input_shape=(None, 1))) 

model.add(Dense(50, activation='relu')) 

model.add(Dense(20, activation='relu')) 

model.add(Dense(2, activation='linear')) 

model.compile(loss=my_loss,optimizer="adam",metrics=[my_loss])#E 

 

 

#A Define a custom loss  

#B extract first column for μ  

#C extract second column for σ 

#D Define a NN with 3 hidden layers as in listing 4.4 but now with 2 outcome nodes 

#E Use the custom loss for the fitting  

You can now visualize the fit by not only plotting the curve of the fitted values but also curves for the fitted values 
plus/minus 1- or 2-times the fitted standard deviations to illustrate the varying spread of the fitted CPD (see figure 
4.14). 

  

Figure 4.18 The fitted values follow a sinus shaped curve (solid middle line give the position of fitted )μx  
with varying standard deviation (the two thin outer lines correspond to  and ). A NN with μx ± σx  σμx ± 2 x  
three hidden layers, two output nodes, and a customized loss was used to fit the data points (see dots) 
. 

You can design this network arbitrary deep and wide to model complex relationships between x and y. If you only 
want to allow for linear relationships between inputs and outputs you should use a NN without hidden layers.  
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Point C is Out of Distribution (OoD) of the training data.
Quantify the model limitation «epistemic uncertainty»

è Various methods.
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NN-methods for quantifying model uncertainty

Information Fusion 76 (2021) 243–297
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Fig. 2. Schematic view of three different uncertainty models with the related network architectures.
Source: Reproduced based on [12].

Fig. 3. A graphical representation of two different uncertainty-aware (UA) models.
Source: Reproduced based on [16].

2.1. Feedforward neural networks

First, the structure of a single-hidden-layer neural network (NN)
[17] is presented, and then extended to the case of multiple layers.
Let x be a D-dimensional input vector; we use a linear map W1 and a
bias b to transform x into a vector of Q elements, i.e., W1x+ b. Next, a
nonlinear transfer function �(.), such as the rectified linear unit (ReLU),
can be applied to obtain the output of the hidden layer. Then, another

linear function W2 can be used to map the hidden layer to the output:

Çy = �(W1x + b)W2. (1)

In classification, to compute the probability of x belonging to a
label c in the set {1,… ,C}, the normalized score is obtained by
passing the model output Çy through a softmax function Çpd = exp( Çyd )_
(≥d® exp( Çyd® )). Then, softmax loss is calculated:

EW1 ,W2 ,b(X, Y ) = * 1
N

N…
i=1

log( Çpi,ci ), (2)

where X = (x1,… , xN ) and Y = (y1,… , yN ) are the model’s input and
output vectors, respectively.

In regression, the Euclidean loss can be calculated as follows:

EW1 ,W2 ,b(X, Y ) = 1
2N

N…
i=1

Òyi * ÇyÒ2. (3)

2.2. Uncertainty modeling

As mentioned above, there are two main types of uncertainty:
epistemic (model uncertainty) and aleatoric (data uncertainty) [18].
Aleatoric uncertainty has two sub-types: homoscedastic and heteroscedas-
tic [19]. Thus, predictive uncertainty (PU) consists of two parts, (i)
epistemic uncertainty (EU) and (ii) aleatoric uncertainty (AU), and can
be represented as their sum:

PU = EU + AU . (4)

MC-Dropout Deep Ensembles Variational Inference
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ing data set. The Gaussian CDF is defined as
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In this way, a test point whose residual strongly exceeds the
typical training residuals will be detected as an anomaly based
on its dissimilarity with the training data. Naturally, this ap-
proach is bound to perform less well in case the test data is not
well represented in the training set. This applies also when
the test data is healthy, i.e with no anomalies. The result in
this case may be frequent false positives, leading to unnec-
essary alarms. In this context it is important to distinguish
between such ”out of distribution (OoD)” normal data in con-
trast to true anomalies (e.g machine faults). The main purpose
of the uncertainty-informed anomaly score we introduce here
is to be able to distinguish between the two, thereby detect-
ing the true anomalies and minimizing the false alarms due to
”normal” OoD data.

3. USEFUL UNCERTAINTY QUANTIFICATION

The anomaly detection task essentially decomposes into two
sequential steps: (i) a supervised prediction model trained
with normal data only (ii) a clustering task of the mixed (nor-
mal and abnormal) data, based on anomaly scores assigned to
each prediction.

In decision making problems it is beneficial to quantify the
uncertainty inherent to the prediction step (i). There are two
main sources for uncertainty; aleatoric and epistemic uncer-
tainty (Dürr et al., 2020). Aleatoric uncertainty is also known
as data uncertainty and refers to the inherent ambiguity present
in the data. Epistemic uncertainty, on the other hand, is known
as model uncertainty and is caused by a lack of knowledge of
our model.

By including an uncertainty quantification, the prediction model
provides not only a single predicted value ŷt, but an effective
predictive distribution, f(µ̃t, �̃t), where µ̃t provides an es-
timate for the predicted value and �̃t) and estimate for the
prediction uncertainty at step t. Since the prediction model
is trained with normal data, we expect the predictive distribu-
tion of a regression model not to depend on the true value yt
at test time, that is to be independent of whether the ground
truth is normal or abnormal. This observation allows us to
use for step (i) standard frameworks for UQ commonly used
for regression models, ignoring at this point the fact that our
ultimate goal is to use this UQ for the anomaly detection task.

In the following we compare different UQ methods in order
to select the most useful one. A useful UQ is capable of pro-
viding reliable uncertainty estimates for the model predicted
output, which is on one hand sharp enough and on the other
hand does not suffer from over-confidence (Kuleshov et al.,
2018). Selecting a reliable (calibrated) uncertainty quantifi-
cation is relevant for any prediction model, independent of

the anomaly detection task following the prediction step.

Similarly to other regression tasks, the purpose here is to
identify the most reliable uncertainty measure amongst pos-
sible candidates. In this paper we focus on ensemble-based
methods for uncertainty estimates. As ensemble members
we select CNNs that have been proven to perform well on
the anomaly detection task for wind turbines in our previ-
ous work (Ulmer et al., 2020). These CNNs already include
dropout layers for regularization, which we retain also here.
This implies that our UQ is based on deep ensembles with
dropout, which is turned on also at prediction time. We thus
generate an ensemble of different dropout configurations, where
each member of the ensemble is initialized and trained indi-
vidually. We compare the uncertainty quantifications of two
types of CNN ensembles:

MSE ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction MSE. We denote the weights of
the mth trained model with ✓m and the predicted value at step
t with ŷt,✓m . For every time step we use the ensemble mean
as the prediction and the variance over the ensemble as the
uncertainty measure:

µ̃t =
1

M

MX

m=1

ŷt,✓m (3)

�̃2
t =

1

M � 1

MX

m=1

(ŷt,✓m � µ̃t)
2

NLL ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction NLL. Each member m of the
ensemble outputs a predictive distribution N(µ̂t,✓m , �̂t,✓m).
In order to combine the predictive distributions of the NLL-
ensemble members we sample a value ŝt,✓m from the pre-
dicted distribution for each step t and each ensemble member
m. The estimated mean and uncertainty of the prediction are
then defined as:

µ̃t =
1

M

MX

m=1

ŝt,✓m (4)

�̃2
t =

1

M � 1

MX

m=1

(ŝt,✓m � µ̃t)
2

Note that the variance �̃2
t of the sampled values is necessarily

larger than the variance of the mean predictions of the same
ensemble.

The MSE-ensemble uses the empirical variance of non-probabilistic
predictions of the CNNs as a measure of uncertainty. This is
done differently in the NLL-ensemble. Here each member of
the NLL-ensemble models the inherent ambiguity present in
the data (aleatoric uncertainty) and the ensembling over these
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In this way, a test point whose residual strongly exceeds the
typical training residuals will be detected as an anomaly based
on its dissimilarity with the training data. Naturally, this ap-
proach is bound to perform less well in case the test data is not
well represented in the training set. This applies also when
the test data is healthy, i.e with no anomalies. The result in
this case may be frequent false positives, leading to unnec-
essary alarms. In this context it is important to distinguish
between such ”out of distribution (OoD)” normal data in con-
trast to true anomalies (e.g machine faults). The main purpose
of the uncertainty-informed anomaly score we introduce here
is to be able to distinguish between the two, thereby detect-
ing the true anomalies and minimizing the false alarms due to
”normal” OoD data.

3. USEFUL UNCERTAINTY QUANTIFICATION

The anomaly detection task essentially decomposes into two
sequential steps: (i) a supervised prediction model trained
with normal data only (ii) a clustering task of the mixed (nor-
mal and abnormal) data, based on anomaly scores assigned to
each prediction.

In decision making problems it is beneficial to quantify the
uncertainty inherent to the prediction step (i). There are two
main sources for uncertainty; aleatoric and epistemic uncer-
tainty (Dürr et al., 2020). Aleatoric uncertainty is also known
as data uncertainty and refers to the inherent ambiguity present
in the data. Epistemic uncertainty, on the other hand, is known
as model uncertainty and is caused by a lack of knowledge of
our model.

By including an uncertainty quantification, the prediction model
provides not only a single predicted value ŷt, but an effective
predictive distribution, f(µ̃t, �̃t), where µ̃t provides an es-
timate for the predicted value and �̃t) and estimate for the
prediction uncertainty at step t. Since the prediction model
is trained with normal data, we expect the predictive distribu-
tion of a regression model not to depend on the true value yt
at test time, that is to be independent of whether the ground
truth is normal or abnormal. This observation allows us to
use for step (i) standard frameworks for UQ commonly used
for regression models, ignoring at this point the fact that our
ultimate goal is to use this UQ for the anomaly detection task.

In the following we compare different UQ methods in order
to select the most useful one. A useful UQ is capable of pro-
viding reliable uncertainty estimates for the model predicted
output, which is on one hand sharp enough and on the other
hand does not suffer from over-confidence (Kuleshov et al.,
2018). Selecting a reliable (calibrated) uncertainty quantifi-
cation is relevant for any prediction model, independent of

the anomaly detection task following the prediction step.

Similarly to other regression tasks, the purpose here is to
identify the most reliable uncertainty measure amongst pos-
sible candidates. In this paper we focus on ensemble-based
methods for uncertainty estimates. As ensemble members
we select CNNs that have been proven to perform well on
the anomaly detection task for wind turbines in our previ-
ous work (Ulmer et al., 2020). These CNNs already include
dropout layers for regularization, which we retain also here.
This implies that our UQ is based on deep ensembles with
dropout, which is turned on also at prediction time. We thus
generate an ensemble of different dropout configurations, where
each member of the ensemble is initialized and trained indi-
vidually. We compare the uncertainty quantifications of two
types of CNN ensembles:

MSE ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction MSE. We denote the weights of
the mth trained model with ✓m and the predicted value at step
t with ŷt,✓m . For every time step we use the ensemble mean
as the prediction and the variance over the ensemble as the
uncertainty measure:

µ̃t =
1

M

MX

m=1

ŷt,✓m (3)

�̃2
t =

1

M � 1

MX

m=1

(ŷt,✓m � µ̃t)
2

NLL ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction NLL. Each member m of the
ensemble outputs a predictive distribution N(µ̂t,✓m , �̂t,✓m).
In order to combine the predictive distributions of the NLL-
ensemble members we sample a value ŝt,✓m from the pre-
dicted distribution for each step t and each ensemble member
m. The estimated mean and uncertainty of the prediction are
then defined as:

µ̃t =
1

M

MX

m=1

ŝt,✓m (4)

�̃2
t =

1

M � 1

MX

m=1

(ŝt,✓m � µ̃t)
2

Note that the variance �̃2
t of the sampled values is necessarily

larger than the variance of the mean predictions of the same
ensemble.

The MSE-ensemble uses the empirical variance of non-probabilistic
predictions of the CNNs as a measure of uncertainty. This is
done differently in the NLL-ensemble. Here each member of
the NLL-ensemble models the inherent ambiguity present in
the data (aleatoric uncertainty) and the ensembling over these
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In this way, a test point whose residual strongly exceeds the
typical training residuals will be detected as an anomaly based
on its dissimilarity with the training data. Naturally, this ap-
proach is bound to perform less well in case the test data is not
well represented in the training set. This applies also when
the test data is healthy, i.e with no anomalies. The result in
this case may be frequent false positives, leading to unnec-
essary alarms. In this context it is important to distinguish
between such ”out of distribution (OoD)” normal data in con-
trast to true anomalies (e.g machine faults). The main purpose
of the uncertainty-informed anomaly score we introduce here
is to be able to distinguish between the two, thereby detect-
ing the true anomalies and minimizing the false alarms due to
”normal” OoD data.

3. USEFUL UNCERTAINTY QUANTIFICATION

The anomaly detection task essentially decomposes into two
sequential steps: (i) a supervised prediction model trained
with normal data only (ii) a clustering task of the mixed (nor-
mal and abnormal) data, based on anomaly scores assigned to
each prediction.

In decision making problems it is beneficial to quantify the
uncertainty inherent to the prediction step (i). There are two
main sources for uncertainty; aleatoric and epistemic uncer-
tainty (Dürr et al., 2020). Aleatoric uncertainty is also known
as data uncertainty and refers to the inherent ambiguity present
in the data. Epistemic uncertainty, on the other hand, is known
as model uncertainty and is caused by a lack of knowledge of
our model.

By including an uncertainty quantification, the prediction model
provides not only a single predicted value ŷt, but an effective
predictive distribution, f(µ̃t, �̃t), where µ̃t provides an es-
timate for the predicted value and �̃t) and estimate for the
prediction uncertainty at step t. Since the prediction model
is trained with normal data, we expect the predictive distribu-
tion of a regression model not to depend on the true value yt
at test time, that is to be independent of whether the ground
truth is normal or abnormal. This observation allows us to
use for step (i) standard frameworks for UQ commonly used
for regression models, ignoring at this point the fact that our
ultimate goal is to use this UQ for the anomaly detection task.

In the following we compare different UQ methods in order
to select the most useful one. A useful UQ is capable of pro-
viding reliable uncertainty estimates for the model predicted
output, which is on one hand sharp enough and on the other
hand does not suffer from over-confidence (Kuleshov et al.,
2018). Selecting a reliable (calibrated) uncertainty quantifi-
cation is relevant for any prediction model, independent of

the anomaly detection task following the prediction step.

Similarly to other regression tasks, the purpose here is to
identify the most reliable uncertainty measure amongst pos-
sible candidates. In this paper we focus on ensemble-based
methods for uncertainty estimates. As ensemble members
we select CNNs that have been proven to perform well on
the anomaly detection task for wind turbines in our previ-
ous work (Ulmer et al., 2020). These CNNs already include
dropout layers for regularization, which we retain also here.
This implies that our UQ is based on deep ensembles with
dropout, which is turned on also at prediction time. We thus
generate an ensemble of different dropout configurations, where
each member of the ensemble is initialized and trained indi-
vidually. We compare the uncertainty quantifications of two
types of CNN ensembles:

MSE ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction MSE. We denote the weights of
the mth trained model with ✓m and the predicted value at step
t with ŷt,✓m . For every time step we use the ensemble mean
as the prediction and the variance over the ensemble as the
uncertainty measure:

µ̃t =
1

M

MX

m=1

ŷt,✓m (3)

�̃2
t =

1

M � 1

MX

m=1

(ŷt,✓m � µ̃t)
2

NLL ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction NLL. Each member m of the
ensemble outputs a predictive distribution N(µ̂t,✓m , �̂t,✓m).
In order to combine the predictive distributions of the NLL-
ensemble members we sample a value ŝt,✓m from the pre-
dicted distribution for each step t and each ensemble member
m. The estimated mean and uncertainty of the prediction are
then defined as:

µ̃t =
1

M

MX

m=1

ŝt,✓m (4)

�̃2
t =

1

M � 1

MX

m=1

(ŝt,✓m � µ̃t)
2

Note that the variance �̃2
t of the sampled values is necessarily

larger than the variance of the mean predictions of the same
ensemble.

The MSE-ensemble uses the empirical variance of non-probabilistic
predictions of the CNNs as a measure of uncertainty. This is
done differently in the NLL-ensemble. Here each member of
the NLL-ensemble models the inherent ambiguity present in
the data (aleatoric uncertainty) and the ensembling over these
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ing data set. The Gaussian CDF is defined as
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In this way, a test point whose residual strongly exceeds the
typical training residuals will be detected as an anomaly based
on its dissimilarity with the training data. Naturally, this ap-
proach is bound to perform less well in case the test data is not
well represented in the training set. This applies also when
the test data is healthy, i.e with no anomalies. The result in
this case may be frequent false positives, leading to unnec-
essary alarms. In this context it is important to distinguish
between such ”out of distribution (OoD)” normal data in con-
trast to true anomalies (e.g machine faults). The main purpose
of the uncertainty-informed anomaly score we introduce here
is to be able to distinguish between the two, thereby detect-
ing the true anomalies and minimizing the false alarms due to
”normal” OoD data.

3. USEFUL UNCERTAINTY QUANTIFICATION

The anomaly detection task essentially decomposes into two
sequential steps: (i) a supervised prediction model trained
with normal data only (ii) a clustering task of the mixed (nor-
mal and abnormal) data, based on anomaly scores assigned to
each prediction.

In decision making problems it is beneficial to quantify the
uncertainty inherent to the prediction step (i). There are two
main sources for uncertainty; aleatoric and epistemic uncer-
tainty (Dürr et al., 2020). Aleatoric uncertainty is also known
as data uncertainty and refers to the inherent ambiguity present
in the data. Epistemic uncertainty, on the other hand, is known
as model uncertainty and is caused by a lack of knowledge of
our model.

By including an uncertainty quantification, the prediction model
provides not only a single predicted value ŷt, but an effective
predictive distribution, f(µ̃t, �̃t), where µ̃t provides an es-
timate for the predicted value and �̃t) and estimate for the
prediction uncertainty at step t. Since the prediction model
is trained with normal data, we expect the predictive distribu-
tion of a regression model not to depend on the true value yt
at test time, that is to be independent of whether the ground
truth is normal or abnormal. This observation allows us to
use for step (i) standard frameworks for UQ commonly used
for regression models, ignoring at this point the fact that our
ultimate goal is to use this UQ for the anomaly detection task.

In the following we compare different UQ methods in order
to select the most useful one. A useful UQ is capable of pro-
viding reliable uncertainty estimates for the model predicted
output, which is on one hand sharp enough and on the other
hand does not suffer from over-confidence (Kuleshov et al.,
2018). Selecting a reliable (calibrated) uncertainty quantifi-
cation is relevant for any prediction model, independent of

the anomaly detection task following the prediction step.

Similarly to other regression tasks, the purpose here is to
identify the most reliable uncertainty measure amongst pos-
sible candidates. In this paper we focus on ensemble-based
methods for uncertainty estimates. As ensemble members
we select CNNs that have been proven to perform well on
the anomaly detection task for wind turbines in our previ-
ous work (Ulmer et al., 2020). These CNNs already include
dropout layers for regularization, which we retain also here.
This implies that our UQ is based on deep ensembles with
dropout, which is turned on also at prediction time. We thus
generate an ensemble of different dropout configurations, where
each member of the ensemble is initialized and trained indi-
vidually. We compare the uncertainty quantifications of two
types of CNN ensembles:

MSE ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction MSE. We denote the weights of
the mth trained model with ✓m and the predicted value at step
t with ŷt,✓m . For every time step we use the ensemble mean
as the prediction and the variance over the ensemble as the
uncertainty measure:

µ̃t =
1

M

MX

m=1

ŷt,✓m (3)

�̃2
t =

1

M � 1

MX

m=1

(ŷt,✓m � µ̃t)
2

NLL ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction NLL. Each member m of the
ensemble outputs a predictive distribution N(µ̂t,✓m , �̂t,✓m).
In order to combine the predictive distributions of the NLL-
ensemble members we sample a value ŝt,✓m from the pre-
dicted distribution for each step t and each ensemble member
m. The estimated mean and uncertainty of the prediction are
then defined as:

µ̃t =
1

M

MX

m=1

ŝt,✓m (4)

�̃2
t =

1

M � 1

MX

m=1

(ŝt,✓m � µ̃t)
2

Note that the variance �̃2
t of the sampled values is necessarily

larger than the variance of the mean predictions of the same
ensemble.

The MSE-ensemble uses the empirical variance of non-probabilistic
predictions of the CNNs as a measure of uncertainty. This is
done differently in the NLL-ensemble. Here each member of
the NLL-ensemble models the inherent ambiguity present in
the data (aleatoric uncertainty) and the ensembling over these
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Results on healthy data: prediction intervals
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Calibration curve: selecting an appropriate uncertainty quantification
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Kuleshov et al.,  accurate uncertainties for deep learning
using calibrated regression. (2018)
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Figure 1. Uncertainty calibration curves. Two uncertainty quantification methods, MSE-ensemble and NLL-ensemble, are
compared on two test sets for the prediction of the gearbox bearing temperature: (a) in distribution: a full year healthy test set
with both models trained with a full year of healthy data (b) out of distribution: a winter healthy test set with both models trained
using healthy summer data. The numbers in brackets are the calculated calibration errors ✏cal. In both cases the NLL-ensemble
model is better calibrated than the MSE-ensemble, and achieves a very low calibration error in distribution.

present in the data (aleatoric uncertainty) and the ensembling
over these probabilistic predictions approximates the model
uncertainty (epistemic uncertainty). We choose to contrast
these two approaches for UQ, despite the inherent difference
between them, as the former has been widely used and even
claimed in the past to outperform other UQ methods for vari-
ous applications (Lakshminarayanan et al., 2017).

3.1. Uncertainty Calibration Curves

To assess the calibration level of an uncertainty quantifica-
tion method we use calibration curves (Kuleshov et al., 2018;
Tran et al., 2020). A calibration curve compares the true frac-
tion of points in a given confidence interval with the predicted
fraction of points in that interval. Following (Kuleshov et al.,
2018), for a given test data set t = 1...T we choose n confi-
dence levels 0  p1 < p2 < ... < pn  1 and calculate for
each threshold pj the empirical fraction of true values below
it,

p̂j =

PT
t=1 I

�
yt  F�1

t (p)
 

T
. (5)

The calibration curve is composed of the pairs {(pj , p̂j)}nj=1.
To further quantify the comparison we calculate the calibra-
tion error (Kuleshov et al., 2018)

✏cal =
nX

j=1

(pj � p̂j)
2. (6)

Figure 1 shows the calibration curves (including Wilson con-
fidence intervals) for the gearbox bearing temperature pre-
dictions of a wind turbine during periods of healthy condi-

tion (no faults). The calibration levels of the two UQ meth-
ods, MSE- and NLL-ensemble, are compared, with the cali-
bration errors ✏cal given in brackets in the legend. In panel
(a) the models were trained with data from a full year and
the curves were calculated for a time period of one full year.
The results demonstrate the clear advantage of UQ using the
NLL-ensemble approach which seems to be very well cal-
ibrated, with a calibration error of 0.01 (compared to 0.31
for the MSE-ensemble). Note that the shape of the MSE-
ensemble curve indicates that this quantification tends to be
over-confident, for which the true yt often falls outside the
expected confidence band. The NLL-ensemble method, on
the other hand, tends towards a slight under-confidence.

Figure 1(b) repeats the comparison in an Out-of-Distribution
(OoD) scenario. It is important to clarify the meaning of OoD
in the context of our fault detection task. A common scenario
in fault detection applications is that not all healthy (normal)
operating conditions are observed during training. As a re-
sult, some of these conditions may be detected as anomalies
during deployment, only because they are out of the training
distribution. Here we use the term OoD to describe these nor-
mal operating conditions that have not been observed during

training but should not be detected as anomalies. In order
to emulate such a scenario, we intentionally remove part of
the operational conditions from our training set, and intro-
duce these conditions only at testing. Thus, in Figure 1(b) the
models are trained with only 3 months of summer data and
the calibration curves are calculated on 3 months in winter,
where both periods are known to be normal with no anoma-
lies. Since the test data here is clearly OoD (this will be

4
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Step 2: Uncertainty informed (UI) anomaly score
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As opposed to the MSE ensemble, the UQ based on the NLL-
ensemble does not suffer from strongly over-confident predic-
tions that lead to the high NLLUQ peaks. The advantage of
the NLL ensemble for UQ is also evident through the lower
mean NLLUQ values (in brackets), both in distribution (panel
(a) base models) and out of distribution (panel (b) limited
models). We stress again that the term ”out of distribution” is
used here to describe normal (not anomalous) regimes which
are not observed during training.

A direct comparison between the two UQ models is demon-
strated in Figure 2(c) and (d). The NLLUQ score is plotted
against time for a period of 3 days using the MSE and NLL
models trained with 3 months of summer data. We note that
the capped values in the plots results from a regularization
constant to avoid exploding logarithms. The NLL ensemble
model reaches considerably lower scores as it does not suffer
from over confident predictions.

This fact is visualized clearly in Figure 3. Here the 95%
confidence bands around the predicted values (dashed lines)
are contrasted with the true values (solid lines) of the gear-
box bearing temperature of the turbine. The left and right
columns of plots display the results using the MSE-ensemble
and NLL-ensemble based UQ respectively, with panels (a)-
(d) showing summer test data and panels (e)-(h) showing win-
ter test data for both baseline (1 year) and limited data (3 sum-
mer months) training. Here it is clearly seen that the MSE-
ensemble is strongly over confident in all regimes except OoD
(panel (g)), where it is only lightly over-confident. Over-
confident behaviour is easy to identify whenever the true val-
ues lie considerably outside the 95% confidence band. In a
calibrated model this is expected to happen approximately
95% of the time. However, the MSE-ensemble model suf-
fers from this considerably more often. In contrast to this,
the NLL-ensemble method (right column) demonstrates al-
most no cases of true values well outside the confidence band,
which is consistent with our observation that this model is
well calibrated. The sharpness of the UQ of this model can
also be observed here: the predicted uncertainty is repeatedly
higher in periods of high prediction errors and lower in peri-
ods of low prediction errors.

After having demonstrated the high calibration level of the
NLL-ensemble UQ, in the next section we use this UQ method
to derive an uncertainty-informed anomaly score for the fault
detection task.

4. UNCERTAINTY INFORMED ANOMALY SCORE

In order to benefit from UQ for more accurate and robust
anomaly detection, we suggest to incorporate the uncertainty
information inside the anomaly score assigned to every pre-
diction. In this way, the anomaly score is not based on the
prediction residual alone, but takes into account the confi-
dence (or uncertainty) of the prediction when assigning an

anomaly score to a point. As a natural extension of the con-
ventional anomaly score we described in Section 2, we define
the uncertainty-informed (UI) score at step t to be the pre-
dicted CDF, evaluated at the true value yt,

S(UI)
t = F (yt; µ̃t, �̃t). (8)

where µ̃t and �̃t depend on the selected UQ method. In this
case, as shown in Section 3, the NLL ensemble model pro-
vides a calibrated UQ. We thus use Eqns. 4 to calculate µ̃t

and �̃t for the anomaly score S(UI)
t . Here, as well, the score

is bounded between 0 and 1, and the higher it is, the more
likely it is to indicate an anomaly. The threshold can be set
similarly to the conventional score, in terms of the parameter
↵, where S(UI)

t > 1� ↵ is detected as an anomaly (a fault).

In the following we compare the performance of the two anomaly
scores; the conventional score of Eqn. 1 and the uncertainty
informed anomaly score of Eqn. 8.

Figure 4 compares the different scores as function of time for
fault detection in the gearbox bearing temperature of a wind
turbine. To elucidate the effect of UQ, we compare the perfor-
mance using three anomaly scores: (i) the standard score S(0)

t

of Eqn. 1 using an ensemble mean predictions of MSE-based
CNNs (ii) a score based on the aleatoric uncertainty:

S(alea)
t = F (yt; µ̂t, �̂t). (9)

(iii) the uncertainty-informed score S(UI)
t of Eqn. 8.

Every panel in Figure 4 displays the prediction residuals of
the gearbox bearing temperature as function of time. Each
point is colored according to its anomaly score, where blue
indicates normal and red faulty given a detection threshold.
In this example the significance threshold for fault detection
was set on ↵ = 0.0001 for all methods. Panels (a)-(c) show
the results achieved with a training set of a full year (marked
in green shade). Panels (d)-(f) were trained with summer data
only. As a result we observe a strong seasonality of the resid-
uals, which tend to be considerably higher in winter, that is
OoD, even in the absence of true faults. Panels (a) and (d)
display the results of the MSE ensemble using the standard
anomaly score S(0)

t derived using the training distribution of
the ensemble mean residuals (see Eqn. 1). In panels (b) and
(e) the residuals are the NLL model residuals based on a sin-
gle realization from the ensemble. The anomaly score is the
aleatoric score S(alea)

t . In panels (c) and (f) the residuals are
the ensemble mean prediction errors of the NLL model and
the anomaly score is the uncertainty informed score S(UI)

t of
Eqn.8.

It is evident that in the baseline scenrio of panels (a)-(c),
where the models were trained with a full year data, repre-
senting all operational conditions, the differences in perfor-
mance of the three anomaly scores are small. However, when
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limited period of time prior to commercial deployment (Fink
et al., 2020). Despite this, new operating conditions should in
general not be detected as anomalies, but as a healthy ”out-of-
distribution” behaviour. In this sense, exploiting uncertainty
information in anomaly detection is more challenging than in
classification or forecasting tasks. We show that uncertainty-
informed anomaly scores can distinguish between true anoma-
lies and unknown but healthy conditions. An important ad-
vantage of the uncertainty-informed score, is that there is no
need to use an uncertainty-based filter of the predicted out-
puts, in order to disqualify or discard the most uncertain pre-
dictions, as commonly done in classification or segmenta-
tion tasks (Abdar et al., 2021; Schwaiger, Sinhamahapatra,
Gansloser, & Roscher, 2020). Instead, each and every pre-
diction obtains an anomaly score and its health condition is
assessed given a detection threshold.

There are various approaches for UQ with DL models
(Gawlikowski et al., 2021; Abdar et al., 2021). Some meth-
ods are based on training an ensemble of networks and us-
ing the variance of predictions as a measure for uncertainty
(Lakshminarayanan, Pritzel, & Blundell, 2017), other focus
on variational inference using MC-Dropout as an estimate for
model uncertainty (Gal & Ghahramani, 2016). In this paper
we choose to focus on deep ensemble methods. However,
since our neural network includes dropout layers for regular-
ization, we in fact combine MC-dropout with ensembling.

In the first part of the paper we focus on the selection of a use-
ful UQ method for our problem. A useful uncertainty mea-
sure is on one hand sharp enough to be informative and on the
other hand does not suffer from over-confidence, i.e is well
calibrated (Kuleshov, Fenner, & Ermon, 2018). The calibra-
tion of an uncertainty estimate can be quantified (Kuleshov
et al., 2018; Levi, Gispan, Giladi, & Fetaya, 2019; Tran et
al., 2020), and the model can be recalibrated in various ways
if needed (Kuleshov et al., 2018; Levi et al., 2019). In or-
der to select a properly calibrated model, we contrast the
performance of two models: an ensemble of CNN models
trained with a Mean Squared Error (MSE) loss is compared
with an ensemble of probabilistic CNN models trained with
a Negative Log Likelihood (NLL) loss. In the latter case
the output of the network includes a mean and a variance
of the conditional distribution function (Dürr, Sick, & Mu-
rina, 2020). Using an example aimed at wind-turbine fault
detection, we demonstrate that the NLL-based ensemble pro-
vides a well calibrated uncertainty estimate, as opposed to the
MSE-based ensemble. This conclusion is similar to the one
in (Lakshminarayanan et al., 2017), however we quantify it
here in several different ways.

The second part of the paper is dedicated to using the un-
certainty informed regression model for an anomaly detec-
tion task. After selecting a reliable uncertainty measure we
use it for the derivation of an uncertainty-informed anomaly

score. We show that such a score can improve the fault detec-
tion performance compared to standard uncertainty-agnostic
scores, particularly when the healthy training data is limited
and does not cover all possible (healthy) operational condi-
tions observed during testing. This approach to anomaly de-
tection is the main contribution of the paper and has a po-
tential impact beyond the specific application to wind turbine
condition-based maintenance that we provide here as an ex-
ample.

2. INTRODUCTION TO THE USE-CASE: WIND TURBINE
FAULT DETECTION

We demonstrate the usefulness of the uncertainty-informed
anomaly score on 4 years of real operational data from the Su-
pervisory Control and Data Acquisition (SCADA) system of
a wind turbine. The data contains time series with 10-minute
averaged values of environmental and operational variables.
The fault detection task is aimed at detecting anomalous pat-
terns in the temperature measurements of various turbine com-
ponents (Tautz-Weinert & Watson, 2016), focusing primarily
on heating rather than cooling effects (one-sided deviations
of the temperature). This is achieved by using the compo-
nent temperature at time t as a target variable yt in a regres-
sion setup with the wind speed, ambient temperature, out-
put power and rotational speed as model inputs. Training the
model with data from healthy conditions exclusively, we ex-
pect large regression residuals (prediction errors) to be corre-
lated with anomalous behavior. In a previous publication we
showed the advantage of using a Convolutional Neural Net-
work (CNN) for this task, and specified our selected archi-
tecture (Ulmer, Jarlskog, Pizza, Manninen, & Goren Huber,
2020). Here we repeat only details that are necessary for the
performance evaluation of the uncertainty-informed anomaly
score.

In the example shown throughout the paper we select the
gearbox bearing temperature of the wind turbine as the target
variable yt, in which anomalies are to be detected. The pre-
dicting variables are the four mentioned above. The regres-
sion CNNs are aimed at providing an uncertainty quantifica-
tion along with every prediction ŷt of the bearing temperature
at time step t.

A standard approach to anomaly detection based on normal
state modeling is to assign anomaly scores to each prediction
and set a threshold, above which a prediction is considered
anomalous. The conventional anomaly scores are based on
the magnitude of the prediction residuals. For example, the
anomaly score of a test point at time t can be related to the
Cumulative Distribution Function (CDF) of the training resid-
uals, evaluated at the residual rt = yt � ŷt of point t (Clifton
et al., 2008):

S(0)
t = F (rt;µ

(tr),�(tr)) (1)

where the mean µ(tr) and standard deviation �(tr) are esti-
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ing data set. The Gaussian CDF is defined as

F (y;µ,�) =
1

�
p
2⇡

Z y

�1
e�

1
2

�
x�µ
�

�2

dx. (2)

In this way, a test point whose residual strongly exceeds the
typical training residuals will be detected as an anomaly based
on its dissimilarity with the training data. Naturally, this ap-
proach is bound to perform less well in case the test data is not
well represented in the training set. This applies also when
the test data is healthy, i.e with no anomalies. The result in
this case may be frequent false positives, leading to unnec-
essary alarms. In this context it is important to distinguish
between such ”out of distribution (OoD)” normal data in con-
trast to true anomalies (e.g machine faults). The main purpose
of the uncertainty-informed anomaly score we introduce here
is to be able to distinguish between the two, thereby detect-
ing the true anomalies and minimizing the false alarms due to
”normal” OoD data.

3. USEFUL UNCERTAINTY QUANTIFICATION

The anomaly detection task essentially decomposes into two
sequential steps: (i) a supervised prediction model trained
with normal data only (ii) a clustering task of the mixed (nor-
mal and abnormal) data, based on anomaly scores assigned to
each prediction.

In decision making problems it is beneficial to quantify the
uncertainty inherent to the prediction step (i). There are two
main sources for uncertainty; aleatoric and epistemic uncer-
tainty (Dürr et al., 2020). Aleatoric uncertainty is also known
as data uncertainty and refers to the inherent ambiguity present
in the data. Epistemic uncertainty, on the other hand, is known
as model uncertainty and is caused by a lack of knowledge of
our model.

By including an uncertainty quantification, the prediction model
provides not only a single predicted value ŷt, but an effective
predictive distribution, f(µ̃t, �̃t), where µ̃t provides an es-
timate for the predicted value and �̃t) and estimate for the
prediction uncertainty at step t. Since the prediction model
is trained with normal data, we expect the predictive distribu-
tion of a regression model not to depend on the true value yt
at test time, that is to be independent of whether the ground
truth is normal or abnormal. This observation allows us to
use for step (i) standard frameworks for UQ commonly used
for regression models, ignoring at this point the fact that our
ultimate goal is to use this UQ for the anomaly detection task.

In the following we compare different UQ methods in order
to select the most useful one. A useful UQ is capable of pro-
viding reliable uncertainty estimates for the model predicted
output, which is on one hand sharp enough and on the other
hand does not suffer from over-confidence (Kuleshov et al.,
2018). Selecting a reliable (calibrated) uncertainty quantifi-
cation is relevant for any prediction model, independent of

the anomaly detection task following the prediction step.

Similarly to other regression tasks, the purpose here is to
identify the most reliable uncertainty measure amongst pos-
sible candidates. In this paper we focus on ensemble-based
methods for uncertainty estimates. As ensemble members
we select CNNs that have been proven to perform well on
the anomaly detection task for wind turbines in our previ-
ous work (Ulmer et al., 2020). These CNNs already include
dropout layers for regularization, which we retain also here.
This implies that our UQ is based on deep ensembles with
dropout, which is turned on also at prediction time. We thus
generate an ensemble of different dropout configurations, where
each member of the ensemble is initialized and trained indi-
vidually. We compare the uncertainty quantifications of two
types of CNN ensembles:

MSE ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction MSE. We denote the weights of
the mth trained model with ✓m and the predicted value at step
t with ŷt,✓m . For every time step we use the ensemble mean
as the prediction and the variance over the ensemble as the
uncertainty measure:

µ̃t =
1

M

MX

m=1

ŷt,✓m (3)

�̃2
t =

1

M � 1

MX

m=1

(ŷt,✓m � µ̃t)
2

NLL ensemble. We train an ensemble of M = 30 CNNs
by minimizing the prediction NLL. Each member m of the
ensemble outputs a predictive distribution N(µ̂t,✓m , �̂t,✓m).
In order to combine the predictive distributions of the NLL-
ensemble members we sample a value ŝt,✓m from the pre-
dicted distribution for each step t and each ensemble member
m. The estimated mean and uncertainty of the prediction are
then defined as:

µ̃t =
1

M

MX

m=1

ŝt,✓m (4)

�̃2
t =

1

M � 1

MX

m=1

(ŝt,✓m � µ̃t)
2

Note that the variance �̃2
t of the sampled values is necessarily

larger than the variance of the mean predictions of the same
ensemble.

The MSE-ensemble uses the empirical variance of non-probabilistic
predictions of the CNNs as a measure of uncertainty. This is
done differently in the NLL-ensemble. Here each member of
the NLL-ensemble models the inherent ambiguity present in
the data (aleatoric uncertainty) and the ensembling over these

3
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Anomaly detection evaluation
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Anomaly detection: Precision-Recall
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Summary: generic concepts

§ Regression for anomaly detection
and localization.

§ Evaluate transfer learning using
distribution shifts and reproducibility
tests.

§ Uncertainty informed anomaly
scores.



Lilach Goren Huber - ZHAW51

AI in industry: collaboration of research and domain experts
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